
How to 
report a 
Data Breach

February 2022



When do you need to report a Data Breach?

• A personal data breach can be broadly defined as a security incident that has affected the 
confidentiality, integrity or availability of personal data. 

• It is a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed; 
if someone accesses the data or passes it on without proper authorisation; or if the data is made 
unavailable, for example, when it has been encrypted by ransomware, or accidentally lost or 
destroyed. Disclosing information to someone within Barnardo's that shouldn’t see it, or 
someone in Barnardo's accessing information that they shouldn’t, is still a breach, and should be 
reported.

• You will need to report a data breach through our online platform OneTrust.

The link to access OneTrust is the following: barnardos.my.onetrust.com

https://barnardos.my.onetrust.com/welcome


This is the Self-Service Portal; you will be able to report a Data 
Breach or Cyber Incident by pressing the launch button.



You will need to name your assessment. Naming convention 
guidance is provided on the launch page. Press launch once 
you have named the assessment. 



Please read the important information on the welcome page, then 
navigate to the first question using the arrows. You can navigate 
throughout the assessment to different sections using the arrows. 
Alternatively, you can use the left-hand side bar to also navigate. 



Most of the questions are self-explanatory, therefore we have only picked out questions 
where you may need additional support. The end of this PowerPoint also offers advice on 
how to submit this assessment. 

It is important to note that you should answer all questions required, if you are unsure 
about an answer to a question please select ‘not sure’ and move on. 

The assessment is designed with logic built in, so it only shows you the questions you need 
to respond to. You should therefore not be alarmed with the question numbering. 

The first question is pre-filled for you.



Please answer this question by clicking the calendar icon and selecting 
the closest time/date.

You can change the time by scrolling through the 
numbers and then selecting the correct number. 
Once you have selected the time/date, you can click 
off the selection box and continue with the 
assessment.



Please select either data breach or cyber incident. The examples in the 
description to help determine which you should select.



Please use the textbox to explain in as much detail as 
possible what happened. 

Reminder: do not include any personal information



Please select all personal data categories which are 
involved in the data breach or cyber incident.

Use the 'justify your answer' textbox if 
there are any futher personal data 
categories involved which are not listed



For the remaining questions, follow the instructions and please select the most 
appropriate option for each question.

This question is mostly relevant only for children’s services. If unsure, please select 
‘not sure’.



Time to submit! Once you have reached this section, 
you have reached the end of this assessment.



Ready to submit?

If you have left mandatory questions
unanswered, the submit button will be 
greyed out:

Once all mandatory questions are 
completed, the 'submit' button will be blue 
and you can submit:

If this is the case, please go back through to 
ensure you have not missed any 
questions. Unanswered questions will show in 
each section as a red warning button on the left-
hand navigation panel. Click on each red button 
to navigate you to each unanswered question. 


