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Your aim as Data 
Protection Manager 
is to oversee Data 
Breaches being 
reported related 
to your area of the 
business and 
determine next 
steps including 
escalation. You will 
be responsible for 
the following:

Reviewing the ‘Report a Data Breach’ 
Assessment

Engage and liaise with the reporter and their 
department to ensure the data breach is dealt 
with correctly, and lessons are learned.

Completing the ‘Data Breach Outcome’ 
Assessment

Escalate the data breach to Barnardo’s Data 
Protection Officer if necessary



When a Data Breach is reported, you will receive two auto-mated 
emails. The first to say an incident has been been created, the second to 
say the assessment is ready to review. You can then navigate through 
the email link to review the Data Breach report by clicking the launch 
button.



Please ensure you read through and review the entirety 
of the data breach. To navigate you can use the arrows 
or the left-hand sidebar.



If you need to send this assessment back to the reporter because they have not 
added enough information, you can use the ’send back’ button to do so.  You will be 
able to add a message which will be emailed back to them with the assessment. 

If sending back assessments, please do ensure that the person reporting the breach 
submits the assessment again once they have added more information. Once they 
have re-submitted and you have reviewed, you can follow the rest of the guidance. 



Once you read through and reviewed the data breach report, you can 
finish your review by clicking ‘Finish Review’.



After clicking the ‘finish review’ button, you will need to change the 
assessment’s status to ‘Approved’. Click the ‘select a result’ bar which 
will show a drop-down list. Once ‘Approved’ is selected, click ‘confirm’. 
You can add comments which will be emailed directly to the person who 
reported the data breach. 



To complete the next stage of your review, you will need to navigate to the ’Incident 
Response’ module         in the left hand corner is the main OneTrust navigation tool. 
The module may be located further down your list, to add it to your favourites list, 
hover over the name and click the star.  



To access the incident you are dealing with, click on the ‘Incident Register’ option in 
the left-hand sidebar.



This is the incident register page, the incident you are reviewing will 
have the same ‘incident number’ as the name of the assessment the 
breach/incident was reported under e.g. 310122 – Data Breach –
Data Protection Office. Hover over and click on the incident 
(highlighted in blue text) to open the incident details. 



You will now need to advance the stage of this Data Breach to 
'Reviewing Data Breach'. To do this, on the 'Incident Details' 
page click on the stage called 'Reviewing Data Breach' or click 
the 'advance' button.



On the right-hand side of the side of the page, click on 'View 
All Tasks' in the 'Open Tasks' tab.



Double click the tick box circle next to the 'Review 'Report a Data 
Breach’ Assessment' task to complete it.



You will now need to complete the Data Breach Checklist Assessment. 
This assessment ensures we capture all the necessary information. First 
navigate to the ‘Assessments’ tab of the Incident Details.



Select the button ‘Launch Assessment’, the ‘Create 
Assessments’ tab will then appear.



Click in the 'Assessment Name' textbox to change the name – please add 
‘(outcome)’ to the pre-filled assessment name.
e.g. 310122 – Data Breach – Data Protection Office (Outcome)



Click the ‘Template’ textbox and select the template called ‘Data Breach 
Review Checklist & Outcome’.



You will need to select yourself as the ‘Respondent’. To do this click on 
‘Select An Assignee’, click the option 'Assign to Me' when it appears in 
the ‘Respondent’ tab. Check that your name appears in blue. Then click 
‘Create & Send’.



The outcome ‘Data Breach Review Checklist’ assessment will then 
appear. 

The first question is pre-filled for you, if you would like to access 
previous information on the data breach or view the workflow you can 
do so using the ‘view incident’ button.



If the data subjects affected are not associated with your business area, 
please select ‘no’. 

This will alert the Data Protection Office, and they ensure the data 
breach is reassigned to the correct person. You will not need to 
complete the rest of this checklist assessment questions. Please go 
ahead and submit this assessment. No further action will need to be 
taken by you on this data breach.



Please read through the entire list of options, and select the 
type that best fits the data breach which occurred. This will 
help us with data breach analysis. 



You can now submit this Data Breach Checklist & 

Outcome Report. 



You do not need to complete any questions in section 4 – this 
will be completed by the DPO after you have submitted the 
assessment if necessary. 



Ready to submit?

Once all questions are completed, the 
'submit' button will be blue and you can 
submit:

If you have left mandatory questions

unanswered, the submit button will be 
greyed out:

If this is the case, please go back through to 
ensure you have not missed any questions.

If the data subjects affected by the data 
breach does relate to your business area: 
Please check to ensure all answers have 
been answered.



What to do once you have submitted the 'Data Breach 
Checklist' Assessment

If you did escalate the data breach to 
the DPO:
• The DPO will be assigned as an approver 

for this assessment and will be able to fill 
in the DPO outcomes section/approve 
the assessment.

• You will need to mark as completed the 
''Launch and Complete the ‘Data Breach 
Review Checklist & Outcome’' task (found 
in the tasks section of the incident)

• You will need to advance the data breach 
workflow stage to 'Escalate to DPO'.

• The DPO will then complete the final step 
of advancing the data breach to the 
'closed' stage for you.

If you did not escalate the data breach 
to the DPO:
• This assessment will automatically be 

approved.

• You will need to mark as completed the 
''Launch and Complete the ‘Data Breach 
Review Checklist & Outcome’' task (found 
in the tasks section of the incident)

• You will need advance the data breach 
workflow stage to 'closed':
• You can do this by clicking the 

advance button twice, or by directly clicking 
on the 'closed' workflow stage.


