Extranet User Guide
Accessing the Extranet
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Extranet Access is a secure method of accessing Barnardo’s systems from a non-Barnardo’s computer. This guide details how to use Extranet access to access Barnardo’s Central Systems on a non-Barnardo’s computer.

Note: You must carry out the setup processes in the user guide entitled “Setting Up Extranet Access” before you can use the Extranet. This also contains a troubleshooting guide to help you resolve any connection issues.

Accessing the Extranet

· Connect your computer to the Internet if it is not already connected

· Launch the browser on your computer
· Type the following web address into the Address field of the browser
https://external.barnardos.org.uk
· Press the Enter key on your keyboard.

Note: If you are prompted with any security alerts whilst starting the Extranet access, click Yes to proceed.
Also, if your password has expired, you will be prompted at this point to renew it.
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This is the Barnardo’s Extranet login screen. To sign into the Extranet:

· Your User name is the same as you use to log into Barnardo’s systems on a Barnardo’s PC, i.e. firstname.lastname

· In the Password field, type your normal Barnardo’s system password

· In the Token field, type your PIN, followed by the number currently showing on your SecureID key fob or Blackberry app.

Example: If your PIN is 1234 and the number showing on the SecureID key fob is 159759, then the full password would be 1234159759, i.e.
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Note: The number shown in the SecurID key fob and app changes every minute. On the fob, the time bars on the left of the display count down to the next change in 10 second chunks. If there are no time bars visible, the number is about to change, so wait for the new number before entering your password.
On the Blackberry app the time counts down in seconds.
· Click on the log On button
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Access to Barnardo's IT Systems is for Barnardo’s Employees and other authorised persons ONLY and must be in accordance
with the IT Code of Practice (Bamardo's Information Security Policy).
If you are not an authorised person please do not attempt to access any further these systems.

You are reminded that in addition to Barnardo’s civil rights and remedies (all of which are reserved) any attempt
to obtain unauthorised access may lead to prosecution for the following criminal offences:

1) Pursuant to the Computer Misuse Act 1990 for seeking to secure unauthorised access to any program or data held
in Bamardo's computers, for obtaining access with intent to commit further criminal offences, for modifying or
destroying data or impairing the operation of any of Bamardo's computers or programs.

2) Pursuant to the Data Protection Act 1998 for obtaining or disclosing personal data or the information contained
in personal data held by Barnardo’s or procuring disclosure of such information to another.

3) Pursuant to the Regulation of Investigatory Powers Act 2000 without lawful authority for intercepting
any of Bamardo’s communications in the course of their transmission.

To access Bamardo's IT Systems and accept Bamardo's IT Code of Practice please Click OK
OK




· Click on the OK link to accept the disclaimer.

After this you will be logged in and ready to use the Extranet applications. Using the Extranet is covered in the User Guide entitled “Using Extranet Access”.
PIN
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Token


1234159759
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