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Manager Guidance 

Barnardo’s Guest wifi for visitors and beneficiaries 
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1 SECTION ONE
1.1 Background
Barnardo’s provides guest wifi access for non Barnardo’s staff and volunteers at many sites across the UK. This service upgrade began in  2016 and will continue throughout 2017.  The upgrade replaces your current router with a Meraki box meaning that the original access for  visiting partners and commissioners  is extended to our beneficiaries.  
With the growth of mobile technology, access to an internet connection has become essential for our beneficiaries.  If you have beneficiaries that access this service using the Guest wifi login details it is important that you take into account the following:
1.2 Access
The Guest login and password process remains the same as before - the password changes on a quarterly basis. Add this page to your b-hive favourites or watched items so that you can locate the latest passwords and be aware of the change each quarter.
1.3 Capacity
In most cases, guest wifi access uses the same internet connection as your corporate machines meaning that capacity is shared between workers and beneficiaries.    Heavy use by either group may impact the connection speeds on both the corporate machines and any devices connected using Guest. For example if a young person is online using Guest wifi and they are streaming videos, downloading software and completing upgrades for games this is going to impact performance if there is also a lot of your team online.
If this becomes an issue, in the first instance it is a good idea to help your beneficiaries understand the impact through a fair usage agreement.  If the issue persists please contact IS as we can provide some help by applying some restrictions on use.  
1.4 E-safety
Barnardo’s guest wifi connections use a similar filtering process to our corporate systems.  We maintain a current list of inappropriate web sites and access to these is restricted.  This does not mean that some inappropriate sites cannot slip through the net.  

 Access to some sites are granted to enable young people to engage with other young people but this does bring a  potential risk for young people to be the victim of or perpetrators of dangerous behaviour.

To minimise the risk of this happening it is strongly recommended that the service provides e-safety education for those accessing our guest wifi.  Furthermore, it would be useful to indicate what we would class as acceptable and unacceptable behaviour on line.  Guidance on e-safety is available on the NSPCC or CEOP sites.
1.5 Game Boxes
Young people may wish to play online games using games boxes.  Not all will be supported by default.  If there are any issues/needs please contact your local IS BRM.

1.6 Agreements
It is recommended that services implement agreements with beneficiaries.  As the age range of our young people will vary across our diverse range of services support/needs will also vary.  
Services are asked to put in place local agreements with young people that are written to suit local conditions.  This process will help improve staff knowledge around the issues involved in providing an internet connection in this way.  Include the issues surrounding e-safety, fair usage and expected behaviour within your local agreement.   

1.7 Service Checklist for Access to Guest wifi via Meraki
When Meraki is being fitted in a service the managers should consider who may access guest wifi and, using the guidance above, consider any implications for the service.  Use the checklist below as a guide to support this:
	1. Who is likely to use guest access?
	Identify who is likely to use guest wifi. Is it available in a public area so that anyone accessing the service can use it, is it available in meeting rooms for other agencies to access, or is it in areas available for use by a particular group of service users, such as in a residential establishment or a group room



	2. Will guest Wi-Fi be used in public areas?
	*Yes/No 

If the wifi is to be accessible in a public area such as reception, consider who is likely to use it and for what purpose, and how the conditions of use might be communicated, for example poster on the wall.

	3. Will guest Wi-Fi be used by partner agencies?
	*Yes/No

If guest wifi is to be made available for use by staff from other agencies attending meetings how will this be communicated to them?

	4. Will service users [or beneficiaries?] be accessing guest Wi fi in communal areas?
	*Yes/No

If service users [or beneficiaries?] will be accessing guest wifi in communal areas, such as when they are accessing groups or drop ins, are  there any conditions for use, for example the type of game box that may be used or fair use of bandwidth? If TV programmes are being streamed is there an appropriate TV licence? How is this communicated to service users? What happens if the conditions are not complied with? 

	5. Will service users be accessing guest Wi-Fi in their own rooms?
	*Yes/No

If service users will be accessing guest wifi in their own rooms are there any conditions for use, for example the type of game box that may be used or fair use of bandwidth? If TV programmes are being streamed is there an appropriate TV licence? How is this communicated to service users, use of written agreement is advised. What happens if the conditions are not complied with?

	6. Role of staff
	How will staff support safe use of guest wifi?

	7. Any additional actions required
	Are there any additional actions required that are not already identified?
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